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DETAILED ACTION 

1 . This office action is in response to tine communication dated 4/27/2006. 

2. Claims 10-23 are pending. 

Information Disclosure Statement 

3. The information disclosure statement filed 4/27/06 has been placed in the 
application file and the information referred to therein has been considered as to the 
merits. 

Claim Objections 

4. Claim 16 is objected to because of the following informalities: 

As to claim 16, the phrase "the digital content" should be on the same line 
instead of "content" starts at the beginning of the next line as it appears on the recited 
claim. The phrase "the digital content" should be -a digital content-; the phrase 
"indicating history of a digital content" should be - indicating history of the digital 
content-; the phrase "where a digital content that is accessed" should be -where the 
digital content that is accessed-. 

Appropriate correction is required. 

Claim Rejections - 35 USC §112 

5. The following is a quotation of the second paragraph of 35 U.S.C. 1 1 2: 
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The specification sliall conclude witli one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. Claim 15 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

Claim 15 recites registering the additional identification information in the case 
where the authenticity of the unique information and authentication information is 
verified. Once the condition is met, the additional identification information is registered. 
Why the unregistered additional identification information judgment unit judges that the 
additional identification information is not registered. It appears that the recited limitation 
contradicts to itself. 

Claim Rejections - 35 USC § 101 

7. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

8. Claims 22-23 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. Claim 22 recites a program for a server that 
detects an unauthorized terminal from terminals, it is directed to the program itself, not a 
process, not a machine nor a manufacture structurally and functionally interconnected 
with the program in a manner which enables the program to act a computer component 
and realize its functionality. It's also clearly not directed to a composition of matter. As 
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such it fails to fall within a statutory category of invention. Claim 23 is rejected by the 
same rationale applied against claim 22. 



Claim Rejections - 35 USC § 103 

9. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 

10. Claims 10-13, 15 and 18-23 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kitani et al. (2005/0160284) in view of Urano et al. (6,202,158). 

a) As to claims 10-1 1 and 18-23, Kitani discloses a server that detects an 
unauthorized terminal from terminals, said server comprising: a terminal information 
receiving unit operable to receive terminal information from each terminal, the terminal 
information including: one of unique information that is previously assigned to the 
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terminal and authentication Information that Is defined based on the unique information; 
a terminal Information holding unit operable to hold server terminal Information Including 
pieces of terminal Information; a terminal Information search unit operable to search the 
server terminal Information held In said terminal Information holding unit based on the 
received terminal information (i.e. the medium ID and the medium l<ey blocl< (MKB) are 
the first information unique to the recording medium (Kitani: 0068); the device keys 21 
and 31 is Information unique to a valid electronic apparatus (Kitani: 0072); 
authentication control code (ACC) causes the DVD drive and the host to authenticate 
each other uniquely (Kitani: 0086); ACC is transferred to the host, and it is used along 
with the exchanged random numbers to generate a session key (Kitani: 0093-0094); the 
DVD drive calculates a MAC value based on the MKB and the session key and 
transfers the resultant data to the host (Kitani: 0097). Kitani discloses Identical one of 
the unique information and the authentication information defined based on the unique 
information as a result of the search (I.e. when the calculated MAC value matches, the 
host determines that the received MKB and medium ID are valid and causes the 
process to advance (Kitani: 0099)). However Kitani is silent on the capability of 
assigning additional identification information to the terminal and judging that the 
terminal is an unauthorized terminal in the case where the number of different pieces of 
additional information is equal to or grater than a predetermined number. 

Urano Is relied on for the teaching of assigning additional identification 
Information to the terminal and judging that the terminal is an unauthorized terminal in 
the case where the number of different pieces of additional information is equal to or 
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grater than a predetermined number (i.e. A place of a terminal from which the log-in 
operation has been performed can be sometimes specified on the basis of the user's 
name, the name of the local computer or the name of the input computer, Urano: col. 4, 
lines 30-34; there is an illegal access when the number of computer terminals which 
have performed the log-in operations exceeds the predetermined reference value, 
Urano: col. 9, lines 26-47). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to employ the use of assigning additional identification information to the 
terminal and judging that the terminal is an unauthorized terminal in the case where the 
number of different pieces of additional information is equal to or grater than a 
predetermined number in the system of Kitani, as Urano teaches so as to effectively 
detect illegal terminals (Urano: col. 2, lines 10-14). 

b) As to claim 12, the combination of Kitani and Urano discloses wherein 
additional identification information included in terminal information received by said 
terminal information receiving unit is information concerning a user who uses the 
terminal (Urano: col. 3, lines 35-44). 

c) As to claim 1 3, the combination of Kitani and Urano discloses wherein 
additional identification information is information that an owner of the terminal inputs 
into the terminal (Urano: col. 2, lines 55-61). 

d) As to claim 15, as best understood, the combination of Kitani and Urano 
discloses a receiving unit operable to receive the additional identification information 
from an operator of said server; and an unregistered additional identification information 
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judgment unit operable to judge whether the received additional identification 
information is registered in terminal information held in said terminal information search 
unit, wherein the terminal information search unit is further operable to register the 
additional identification information in the case where the authenticity of one of the 
unique information and the authentication information is verified and said unregistered 
additional Identification Information judgment unit judges that the additional Identification 
information is not registered (Urano: col. 9, lines 26-47). 

1 1 . Claim 14 Is rejected under 35 U.S.C. 103(a) as being unpatentable over Kitani et 
al. (2005/0160284) in view of Urano et al. (6,202,158) and further in view of Colvin 
(2004/0117663). 

The combination of Kitani and Urano is silent on the capability of having the 
additional Identification Information is an IP address of the terminal. Colvin Is relied on 
the teaching of having the additional identification information is an IP address of the 
terminal (i.e. device specific information may include a dynamic or static hardware 
and/or software network address associated with a specific component such as a 
network adapter Including a MAC address or IP address, Colvin: 0105, 0136). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to employ the use of having the additional identification information is an IP 
address of the terminal In the system of Kitani and Urano, as Colvin teaches, so as to 
Improve the veracity of the information (Colvin: 0105). 
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12. Claim 16 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kitani et 
al. (2005/0160284) in view of Urano et al. (6,202,158) and further in view of Kawakami 
et al. (7,266,202). 

The combination of Kitani and Urano discloses by a terminal that has an identical 
(1) one of the unique Information and the authentication information and (11) the identical 
additional Identification Information as addressed in above claim 10, however It Is silent 
on the teaching of the terminal is permitted to access the digital content related to a 
predetermined package content at predetermined times by accessing said server via 
the network; said server further comprising a history holding unit operable to hold 
Information indicating history of a digital content that is accessed by the terminal In a 
unit of each terminal specified by a pair of (i) one of the unique information and the 
authentication information and (ii) the additional identification information, wherein said 
unauthorized terminal judgment unit Is further operable to judge that the terminal Is an 
unauthorized terminal in the case where a digital content that is accessed, exceeding 
the access limit. 

Kawakami is relied on for the teaching of the terminal is permitted to access the 
digital content related to a predetermined package content at predetermined times by 
accessing said server via the network; said server further comprising a history holding 
unit operable to hold information indicating history of a digital content that is accessed 
by the terminal in a unit of each terminal specified by a pair of (i) one of the unique 
information and the authentication information and (ii) the additional identification 
information, wherein said unauthorized terminal judgment unit is further operable to 
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judge that the terminal is an unauthorized terminal in the case where a digital content 
that is accessed, exceeding the access limit (Kawakami: col. 11, lines 19-34, col. 17, 
lines 15-20; col. 28, line 57 to col. 29, line 17). 

It would have been obvious to one of ordinary skill in the art at the time of the 
invention to employ the use of the terminal is permitted to access the digital content 
related to a predetermined package content at predetermined times by accessing said 
server via the network; said server further comprising a history holding unit operable to 
hold information indicating history of a digital content that is accessed by the terminal in 
a unit of each terminal specified by a pair of (i) one of the unique information and the 
authentication information and (ii) the additional identification information, wherein said 
unauthorized terminal judgment unit is further operable to judge that the terminal is an 
unauthorized terminal in the case where a digital content that is accessed, exceeding 
the access limit in the system of Kitani and Urano, as Kawakami teaches so as to inhibit 
fraudulent copying of data (Kawakami: col. 1, lines 7-14). 

13. Claim 17 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kitani et 
al. (2005/0160284) in view of Urano et al. (6,202,158) in view of Kawakami et al. 
(7,266,202) and further in view of Lisanke et al. (7,346,580). 

The combination of Kitani, Urano and Kawakami is silent on the teaching one of 
the unique information and the authentication information is one of a secret key in a 
secret key encryption method and a public key certificate in a public key encryption 
method. Lisanke is relied on for the teaching of one of the unique information and the 
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authentication information is one of a secret key in a secret l<ey encryption metliod and 
a public l<ey certificate in a public key encryption method (Lisanke: col. 16, lines 33-39; 
col. 18, lines 12-20). It would have been obvious to one of ordinary skill in the art at the 
time of the invention to employ the use of one of the unique information and the 
authentication information is one of a secret key in a secret key encryption method and 
a public key certificate in a public key encryption method in the system of Kitani, Urano 
and Kawakami, as Lisanke teaches, so as to inhibit unauthorized rerecording of 
multimedia content (Lisanke: col. 1, lines 34-38). 

Conclusion 

14. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Minh Dieu Nguyen whose telephone number is 571-272- 
3873. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Taghi T. Arani can be reached on 571-272-3787. The fax phone number for 
the organization where this application or proceeding is assigned is (571) 273-8300. 

1 5. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://Dair-direct.uspto.aov. Should you 
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have questions on access to tlie Private F 
Center (EBC) at 866-217-9197 (toll-free). 
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system, contact the Electronic Business 



/Minh Dieu Nguyen/ 

Primary Examiner, Art Unit 2438 



